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The Big Picture
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• NASA has been directed to develop a plan for an innovative and 

sustainable program of exploration with commercial and international 

partners to enable human expansion across the solar system, 

returning humans to the moon for long-term exploration and 

utilization, followed by human missions to Mars and other 

destinations.

• While it remains unclear what role JPL will play in this vision, the use 

of COTS H/W in our missions will become more commonplace.

• It is imperative we continue to study and understand the risk of 

inserting COTS technologies into our hardware.
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Modeling for COTS Electronics in Space 

Systems
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Space systems designs are trending

towards using ever more high commercial

performance electronics

Commercial electronics represent an ever

higher fraction of a system’s part inventory

Testing parts for every part type will be too

costly and not practical

A strategic long term partnership

JPL is leveraging simulation capabilities 

investment at SNL

SNL updates own tools to accommodate JPL 

care-abouts

SNL lacks our system level reliability trades 

capabilities

SNL is funded to support this collaboration
Joint product: Transistor to 

Spacecraft Reliability

JPL COTS 

System

Part to  

System 

Flow

System 

trades

Uncertainty 

Quantification

Methods  

JPL experimental V&V of Models

Anticipated results

First development of a “virtual assessment 

modeling framework” for Commercial-Off-

The-Shelf (COTS) systems

New process development within 5X that will 

benefit JPL missions

Applications:

Short term: Sub-systems and systems

Long term: JPL CubeSats/SmallSats/Class D

Modeling practices to support “virtual 

assessment” from part to system

System level 

performance

Rad

Models
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High-Level Goals
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• Aid design decision throughout the project life cycle

• CubeSats provide the initial test cases, Class B missions are the future 

targets

• Tailor model fidelity to project risk posture and design maturity

• Low fidelity models:
– not quantitative and use generic and/or best guess reliability information

– comparative to support system architecture studies and fault protection

– informing the user of key risk drivers

– very fast! Spacecraft models created in weeks. Scenarios executed in minutes.

– most likely users are proposals teams, system engineers

• High fidelity models:
– are multi scale and have the ability to model piece parts and entire spacecraft 

– use test data, physics based simulation results, lookup tables, heuristics, etc.

– are quantitative and estimate level of confidence (UQ, Monte Carlo, …)

– most likely users are reliability and radiation specialists at JPL

• Provide an integrated framework for reliability estimation of COTS 

devices considering both qualitative and quantitative information, 

when little or no test data are available.
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JPL COTS Parts Risk & Reliability

User & Application Guide 
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JPL COTS Parts Risk & Reliability

User & Application Guide – Excel-Based Appendix 
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UCLA Partnership
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Combined Reliability

Estimation and Uncertainty
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Simulation Tools
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Device-Level Methodology

10Copyright 2018. All rights reserved.. 



Expert-Based Bayesian Network

11Copyright 2018. All rights reserved.. 



COTS System-Level Reliability

IRIS Logic Modeling Capability

12

ESD

FT

BBN

Copyright 2018. All rights reserved.. 



Time-to-Failure Propagation with

Parameter Uncertainty (Simulated)
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Lunar Flashlight Mission Overview
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Test Case: Lunar Flashlight C&DH
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Anticipated Results
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Modeling Tools
(Notional)
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Modeling Tool Integration
(Proposed)

6Copyright 2018. All rights reserved.. 



In Summary
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• NASA has used commercial parts successfully in spacecraft, 

including mission critical applications. In the past, this was achieved 

through meticulous selection, screening and qualification.

• Alternative methods must be developed to assure low risk and 

sufficient reliability for the mission application.

• The development of modeling tools and a framework are becoming 

paramount in the evaluation of COTS-based Spacecraft Systems -

Virtual Qualification:

– Transistor

– Component

– System
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